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, ~ _ ; _  Befare the 

FEDERAL COMMUNICATIONS COMMISSION 
. . . .  . . . . . .  , . .~  .- A . . .  ' ' ,  , . W w h l a g t ~ . D C .  20554 

.- . ~ . ~  ,"." :., :  , . . .  ,. . I  

. . . . . . . . . . . . .  _, . . .  . .  . . . . . .  . . . . . .  

In the Matter of ) 
) 
) 

) 
) 

. . .  .... ~. . ,  ..1. . . ,  

Revision of the Commission's Rules 
ToiENun Compatibility With . . 

CC Docket No. 94- 102 

Enhanced 91 1 Emergency Calling Systems 
. ,. , 

ORZTEDSTATES C E U W  CORPORATION .\ ,i ;;,. :, ~-, 
QUGTERLYP11.  W L E V W X A T W " O R T , ,  , .. 

. . . .  . .  

United States Cellular CorpOation ("USGC'), by . its ,. undqsigned.attorney, , . ~  

.~ I .!I,! l,.,: , 1 . , : J  ..:. ... ' : / , ,  . . . . . .  ! , I  

., .~ . . . . .  - ~ . . .  . .  . , :  , 
ts 1% third guarterly,E911 implementation report p w a n t  t 

certain E91 1 phase II deadlies for many non-nationwide wireless caniers.' 
- 

USCC, a so-called Tier II carrier under the Order to Stuy, submitted its first quarterly 

implementation report on November 1, 200Z2 and its second quarterly implementation report on 
, ~1 . . . . .  . . . . . .  

. . ,  
F e b & ~ 3 , ' i o o j ; 3  .' 

. , ~ ' .  . . . . .  . .  
. . .  '_. . : ,,I I*,.; . .  

, . >  , . ,  , Introduction I .  . .  . , . . , c  .~'I'.. ! '  
I. 

As a wireless carria with systems in many rural markets, USCC k e s  particular 
~ .. , .  

, ,  

challenges in upgrading its technology and interacting with a wide variety of PSAPs across its 

' See Revision of the Commtssron 's Rules to Ensure Compatibrliry with Enhanced 91 I 
Emergency Gzlhg  Squrnn~. Phase II Compliunce Deadlines for Non-Nationwide CMRS 
Curriers, Order to Stay, 17 FCC Rcd 14841 (2002) ("Order to Stay"). 
* See United States Cellular Corporation Quarterly E91 1 Implementation Report, CC Docket No. 
94-102 (filed Novemba 1,2002) ("USCC's First Quarterly Report"). ' See Umted States Cellular Corporation Quarterly E91 1 Implementation Report, CC Docket No. 
94-102 (filed February 3,2003) ("USCC's Second Quarterly Report'?. 



To date, USCC has successfully deployed phase I service to 536 PSAPs. This 

represents full phase I deployment to over 90 percent of the PSAPs that have requested the 

service. USCC has deployed phase 1 service to every requesting PSAF‘ in Iowa, South Carolina, 

Tennessee, Texas rind Vermont. In the last quarter, USCC has deployed phase I to nine 

additional PSAF’s in North Carolina, 1 1  additional PSAPs in Illinois, and five additional PSAF’s 

UI Ronda, among others. A list of deployed phase I jurisdictions is attached hereto as Exhlbit A. 
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USCC currently has 52 pending phase I requests. Of these pending phase I 

requests, 12 have been pkding less than six months. A list of phase I requests pending for leu 
- .  .1.= ~ - 

thah six months is attached hen& as Exhibit B. 
_. 

- The rrmnirling 40 phase I requests have been pending for more than six months. 

A list of these requests is attached hereto 86 Exhibit C. USCC has made significant improvement 

in addressing these OutJtanding phase I requests since USCC 's Second Quarterly Report, 

reducing this number 6um 69 to 40. USCC expccts to continue its progress in reducing this 

number in the upcoming quarter as well. For example, as illustrated in Exhibit C, six of these 40 

requests (IS percent) have already been scheduled for drive testing, the f d  step before 

deployment, within the next 30 days. Another seven if thesephase I requests (17 percent) are 

awmting the delivery of trunks from the LEC, the last d@lo$'ment step'beforcdrive testmg can 

be scheduled. Seven more (17 percent) are in Washidgton state. where PSAP cost recovery only 

became effective in January 2003 and where drive testing will be scheduled once PSAPs have 

approved maps and traffic plans. 

- 

Of the remaining phase I requcsts pending for more than six months, 20 have 

been delayed, in significant part, by a lack of PSAF' readiness or at the request of the PSAP. In 

fact, 12 ofthese requests have been dormant for several years after the PSAP indicated that it 

was reconsidering its initial request for service. USCC is in the process of notifying each of 

these PSAPs that it intends to rcmoye these requests from the list of pending phase I requests 

until the PSAP m e w s  its request for service.4 USCC, like other wireless carriers, has also 

encountered other delays in the phase I roll-out due to circumstances beyond its control including 

ongoing LEC-related delays, and AL.1 database and connectivity problems. USCC and TCS will 



. z 

.'* . .  

i continue their efforts to,bfcfcijme,these obstacles and work toward full phase I deployment for :. 

.~ 
. 

. . . .  .~ 
. . .  

111. Status of Pb&nUeptlestr - . .  

.- ~ USCC Succasfully began deploymcntofphasc a E91 lservice during &.quarter 

in compliancewith ~. . . . . . . . .  ttn'Coaumm . '611.8 Onfey lo Sruy&luding the timely.provi.sioo.pf phase II 

service to m y  nqucstiitg PSAP ready for the service in its CDMA ... markets. To da@, USCC 

bas successfully cleployed phase II E91 I s e k e  to 39PSAPs in ia CDMA service area This 

incluciesdl Fsquestingp~sinvLrginir ~ l i n t a f t h e ~ ~ ~ ~ E r r c e i v i n g - p k s s e ~ ~ - t ~ i s  

attached hacto OE Exbibit R. 

...... .. .. .- - . . . . .  ~. .. 

- 
" 

~ -. ... - ~. 

. . . . . . .  ~. 

~ .. . ~ .  ~ . . .  e - . ~- .~. 
..- - . -- 

. .  .. 

~~~ ~. -- . ~ .  .~ 
: 

~ ~ t s t i & i ~ g  ?SAP. rcq~kti f i i ~ - c a  iervice. ijithesc, 

listof these phasen resuets is8ttg6hedficrrto as 
. . . .  ......... . . .  ~. 

! 
....... ._ -. .. _. .. -- -.- .. - - ! .. . . . . . . . . . . .  

i -~ ~ . . . . . . . . . . . .  
_ _  - .......... - .- ..... i . . .  .... ... -- 

ore than sixmonths: ' A list . . . . . . .  
... . .  . .  

=,Exhikt F. For five of these requests, USCC has reached 

agreements wiid'thcPSAes%r,an .... d o n  of the deadline for providing phase II &w. 

Twenty . FSC . .  ~ ' g k a p e  IIrcquests..are~inuSCc's CDMlngkets we' USCC 

is preparsd? 

information. USCC and its vendors have completed all the necessary steps toward phase II 

deployment in these jurisdictions r .  and are waiting for the PSAPs to upgrade their systems. In 

fact, in sewn1 marka-_USCC . .  and its drive testing vendor, Marconi, actually began drive testing 

.. 

~ . . .  .~ ~. , ", . , .... 

. . . . . .  . I ,  

~4 as the PSAA on re@ io -~ r e d w  the . _  phose ~ U I ~ 

.- - 
; . _ 5 .  

. . . . .  
. 

, .. 

a- ,- 
. .~ 

. .  . .  ~. 

' The 12,dormwt P g A P r c q ~  areshaded in Exhibit C. . .  ~~ . 
. .  
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forphase I1 deployment~anly to learn from the requesting PSAP that it.wa.snot yetready to .~ . 

meive the phase U infor@on being provided in the test calls: 

. - 
. ~ .~ .- . 

. . . .  - ~. . .  . . . . . . . .  

. . . . . .  . . .  - 
..~ .. . .  . -. . .  

. . .  . .  . - .. . -  

U S E  has.& continued'its C E O ~  to upgrade its . . .  network - ...... to ptovide phase If . .  -. 
. .  . . .  

E91 1 service to &pdngPSAPs, including @e four-year conversion of-its TDMA &k& to . .  

1XRe CDMAm&io&." USCC is d i h u l e s e c o n d  yeacnfthiso~crbuild process 

and continues to be +U a h 4  of the schedule originally-pressatsd to tke Cotandssien.6 A - 

significant beuem SrOm this conversion, which involves a complicated, mdtiple-arp process to ' . 

clear sufficient spcctnm in ordg to overlay a CDMA syxtm in each market, . . . . .  is that a handset- 

' . ~ 

. .  . . .  - . . . . . . .  . ~. 

. . .  ........ ~ . ,  
. .  

. .  . . . .  . . . . . . .  
based phase I1 solution will soon be available in these markets. ... 

. .  ... . . . .  . . . . .  
. .  

. . .  . . . . . . .  ._  . . .  Tk Of& OUtStMding pbuea  rcquem P r e h  l l w d c h w  
.... . .  ., 

cUmntty opera&,3%A systems. Eight of these requests ltre kmarlnh- . 

'. ' . C Q ~ o v e r E u i l d ~ y  . ~ _ .  _. k&2M)3,.One . is schiduled . . . .  €or a CDMA overbui _I - 
. . . .  _ _  - 

-.. - .. - . . . .  . . .  

- .  -~ 
i i s  a canin &a number of RSAs, uscc consisten 

used by carriers savurgnetrby major metropolitan areas in 
&qsbilities. As aimit,  USCC, cumntly has a mixed digit 
TDMA systemsin ifsnmvork In ordn to keep its service competitive ova 
USCC y m o ~ & i a l P b 1 0 0 1  .$hat it would cnnvcrt its TDMA markets& 

. see united states CelIular c o  
18(e) and fg) of the Cummi 

{filed November 30,2901) r("rrSCC Suppfemenf"). '4,- 
USCC completed the CDMA overbuild between SIX months to one full year ahead of schcduk 

in its Wisconsin endnortham Illinois markets, as well as several markets in Iowa. In addition,. 
USCC has accelerated h e  CDMA ovcrbutld in its northeastern markets by one year and stepped 
up the scheduled overbdd bcwem threc and five months in its southwestm and southeastom 
markets. 

The phase II PSAP reqUen0 in TDMA market6 that predate the scheduled conversion to 
CDMA 2000 arc identified in Exhibit F. The cumntly schedukddate for conwrsion to C D M  
2000 in each of tbormarkcts is identified in the final column in the Exkibit. 
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_ _ . _ . _ I _ _ I , -  . " , _  
._ L . . , ... "*L . -. _ _  . . U S ~ h & ~ ~ @ ~ l w a  to establishing a permanent SS7 connection between: 

-. -. . .  . -  - 
orkand XES.: ~ ~ . p M o r d c r s  for the&ujred circuits which are expected to be- . ~ 

. . . .  ... . . . . . . .  . -  ~. . .".' - " - : - 
in appddy&-weaks.  $olbwing testing, it i s  anticipated that this new comcction 

- ~. , 

caionthat wit1 s k t i ~ t l y ~ e t h e  time needed to 

futun PSAP requests. USCC h a s ~ ~ - s u c c e s s ~ l l y  completed the 

to improve and verify the &hracy of location' 

. .  

,, . . . . . . . . .  
B&Station AImamscs @S&j thhi will be 

infordion provided to PSAf's. The BSAJ have been populated with detailed logistical 
- ?  

.. 
. . . .  . . .  . . . . .  

. .  ~~. 

i n f o d o n  for all thndl sites semng USCC'S CDMA markets WlUI phpse II requests. 
- 

selling GPS-enabled handsets by March 1,2003.9 - . ~. ' 

h-Decemb&r, 2002, almost three'months ahead o ~. . ~ ~. .~ -_ . .. 

. . . .  .... . . . . .  - . .  
. . . . . . . . . . . . . . . . . .  - . _ _ _  . . . .  ~- . ~. ~ . i-?,_.,. . _. . - . . -. - . -. . . . . . . .  __ -~ , 

. .  
.~ 

. -  
~ , . . .  

- 
s c l ~ b ~  hmdsets-auailable for sale in its CDMA ' 

. .  . .  
~ . .~- ~ . 

-!r markefs .... .~ the M&T&k, .... ...... Audiovox €DMBSOo, Audiovox 9500, SonyErksson T206 d ., , 

.i: , : . , . .  
&led phones - the Nokia 35851 and the 

. . . .  

on ~ W C ' a  network and will be .. available to d d m  and . ; 
. .  ... , 

G1)s-enabledphones are in the testing process: , I . :  

Nokie 3586, LGvx4400, Audiovox 8600 and SonyEricsson T606. If no issues arise during 
. .  , .  I 

':. tstin&it is-anti& that thcse phones will be commercially available for USCC's dealers and . 
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. . .  . . . . .  . . . . . . .  . -. 
.- . - . - .. 

USCC h.sfinalized its - .  agreemast witli Marconi Corporadon to do the necesrary 

-. ....... 
.. .. 

l o  See id. 
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.~ . -  . .  - .  

. .  . .  .... .. ,.I v .Mc,7 :~us iQ.r . . ; :  a;.:-.;, . ~ .,. . .  -. -. __ 
I - .  . ,- .. . . .  , . . .  
W. &ove;,USCC has made significant prf~grcss in deploying E91 1. 

s&~arcX Dincting simcant . . .  financial and -. 

---- . . . .  ._ . .  ~ -. . . . . . .  

. . . .  ........... .. . .  ........ - . .  .............. 

.. p+dk-mw& m .  
thc ef&ta.UsdC, has moved forward in its efforts to meet the 

. . . . .  .. . . . .  
c&ssh'* i .- . 

__ W E D  STATES C E L L W  
. CORPORATION I 

Washington, DC 20005 
(202) 736-8000 

Its Attorneys 
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NC Roainphsm RoQln9IvmCqunW E 911 

NC ~u(hcrfurd nuthem county Communlcatbns 
NC S a m m  Sampson COurCy SherIffS OfflcC 

CommunaMns 01127/03 NC Sumy S u m y  torr, 
h l l  counv SheMs Comrnunlcahonr 11/20/01 NC TVmll 

11/16/01 
98/14/01 - .-. 

NC Wyne 

NC Wayne 
NC Wayne 

Int OIM POW Deprunent 01/31/01 

(Seymour b h m n  IF9 FIR Departrent 01/31/01 

Iwavn. b n t y  communiotlons 01/31/01 

NC Wayne 

.. . 
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state lC0unty IPSAP I Authority Request 
I 

IL ICook SouvlCom Combined Dlrpatch Center 12/28/02 

IL ICOOk West Surburban Consdldated Dhpatch Canter 04/02/03 
IL IC& Village of Schaumburg 01/05/03 

IL 1-k FmM Park P d h  Departrnd . -  02/07/03 
I lDuPagr County 9-1 -1 Emergenay Telephom S y e m  

NH> ;* 'mack Jsewius Bureau ~f Emergency Communications I 02/13/03 
04/08/03 

_^I 

WV * IMef~er .  1- County Communications Center 
I I_ i f  . LU 

I I 
I I I I 

~ ~~ 

1 
-~ 

I I 
I I 
I 

~~~ 

I I i 



EXHIBIT F 

Phase 2 Requests PendlW 
More Than Six MontJ~s 

I I  I I I I IPSAP not rea* for phase 2 PSAP requested we check I 
IL Cook lotiand Park Pdne Deparlmenll 02/14/02 I I lbackwah memm h y  1.2003 to see fithey are ready. 
IL JLake IWinthrop Harbor I w14m I I 07115103 IPSAP will not be ready for phase 2 until late June 2003 

I I I I I IPSAP granted an e W s m  Phase 2 deployment was 
e deployment d phase 1 whim OQMTed on 

PSAP was not ready 
carriers vyine for drive 
130103. bbt PSAPwas 

. 
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Before the 
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! v : ,  ,: . . , .  , .  CERTIFICA TI? OFSER VICE . , 
. ,  

I, Tami Smith, do hereby certify that on this, 1" day of May 2003, copies of the foregoing 
**United States Cehul& Coqioration Quartdy E91 1 Implementation Report" were served by 
U.S. first-class mail, postage prepaid, to the following: 

David Solomon, Chief John Muleta, Chief 
Enforcement Bureau Wireless Telecommunications Bureau 
Federal Communications Commission Federal Communications Commission 
445 12* Seett, S.W., Room 7-C485 445 12" Street, S.W., Room 3-C252 
Washington, D.C. 20554 Washington, D.C. 20554 

Robert M. Gum 
Counsel for AF'CO 
Shook Hardy & Bacon 
600 14* Street, N.W., Suite 800 
Washington, D.C. ZOO05 

James R.Hobson 
Counsel for NENA 
Miller & Van Eaton 
1155 Connecticut Avenue, N.W., Suite 1000 
Washington, D.C. 20036 

W.'MarkAdams 

NENA AF'CO International , .  

Columbus, OH 43230 

. .  . Executive Director 
John K. Ramsey 
Executive Director 

351 N. Williikion Boulward '422BiecherRoad' : '  ' ' 

Daytona Beach, FL 321 14 

. .  

, , ; , : , , ,  . y i  < \ . -  - -  ' 5. ',I , . . . . S T , , .  . , i  ,,; ; ,  , I , ,  I ,,!'!, 
~ 

State of Vermont Enhanced 91 1 Board 
.94 State Street -:Drawer20 
Montpelier, VT 05620 

, ,  . 
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* User name: PFORSTER (749) Queue: K5/CN=HP4000 3-A101 - l.OU=Flo* 

* Directorv:,. . .  . . . , ' ,  . ,  , ,  

Server: HP4000 3-AlOi 1 * 
* * File name: - - 

I >  I , ,  , . . . . . . . 
* Description: Microsoft Word - 9-1-1 privacy PRM JRHO1405-.DOC * - * May .5, ..2.003, . . ,  ,. 11;.19am * 
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i ,  , , :  . Before the , .’. ,. .,.. . . , I  - 

: FEDERAL COM.MUNICATIONS.COMMISSI0~ 
. . . .  : ,  ’ .  .Washington; D.C.’20554 

In the M a w  of  ‘ )  
1 

Release of Customer Information ) 
During 9- 1 - 1 Emergencies ) 

PETITION FOR RULEMAKING 

The National Emergency Number Association (‘“ENA”), the Association of Public- 

Safety Communications Officials-International, Inc. (“APCO’) and the National Association of 

State Nine One One Administrators (“NASNA”) hereby request the Commission to solicit public 

comment, pursuant to the Administrative Procedure Act (“APA”), 5 U.S.C.gS53, and Section 

1.401 of the Rules, on the legal preconditions to release of customer-specific information to 

Public Safety Answering Points (“PSAPs”) in the course of response to 9-1-1 emergency calls.’ 

Relevant federal statutes are Section 222 of the Communications Act and portions of the criminal 

code amended by the USA PATRIOT and Homeland Security Acts.* 
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In general, a wire or wireless caller’s expectations ofprivacy are diminished when 9-1-1 
, ,  

. I . .  . ~ 

is dialed. As the Department of Justice advised in an opinion requested by the FCC: 
, . , ,  , : , . -  , . , . , . .  

, I  , 

Calling 91 1 and triggering the government’s emergency response 

to the disclosure of information regarding his location. If he chooses 
to seek such emergency aid, he implicitly consents both to aiding the 

,, , I .. invalidates anyohimby a caller that he doemot in fact consent 

We beticve the views of wire and wireless carriers and privacy advocates, among others, would I 

be important to a process of rulemaking. In the alternative, we ask the FCC to consider a 
declaratoryruling to remove uncertainty, pursuant to Section 5(d) of the M A ,  5 U.S.C.§553(e), 
and Section 1.2 ofthe Commission’s Rules. 

Respectivelx P.L. 107-56 and P.L. 107-296. Other federal statutes, as well as state laws, may 
also apply, and could be expected to emerge in public comment. 
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, I  , 
authorities in this limited way and to action taken by the government 
tQV&fy his Call.’ . .  

Explicit 9-l-l-related exemptions fromlelephone privacyprotections are found in both the 

Communications Act and the U.S. criminal code. 

The Communications Act. Section 222 of the Act generally protects the confidentiality 

of “customer proprietary network information’: (“CPNl”), defined in re-designated subsection (h) 

as “information that relates to the quantity, technical configuration, type, destination, location, 

and amount of use of a telecommunications service subscribed to by any customer of a 

telecommuuications carrier. . .” 

Since the customer‘s location srdinarily wsuld be treated confidentially, an exception 

must be made b r  emergency& h cornmenrid mobile m i c e  users. Call location 

information may be released: 3 

>$(A+ a publicsafetyansw?xingpomt, emergemy ma&aIservia provideroremergency 

- 
dispatch provider, public safety, fire service, or law enforcement official, or hospital 

I emerghnsg m twumasare facility, ia m d e  tn respond.to the 218e~k cdbfor emergen9 
services; 

(B) to inform the user’s legal guardian or members of the user’s immediate family of the 
uscr’sJocation in an emergency situation that involves the risk of death or serious 
physical harm; or 

1 1  

(C) to providers of information or database management services solely for purposes of 
assisting kt thdebm-y of emergency sewaces inresponse to an emergency. I .’ 

New Section 222(f)pmvides that a customer shall not be considered to have approved 

disclosure of or access to call location information except “in accordance with” (A), (B) or (C) 

Memorandum Opinion to Criminal Division from Office of Legal Counsel, Department o f  ’ 
Justice, September 10, 1996, page 6, n. 13, citations omitted. The document is posted on @e’ 
FCC’s Electronic’comment Filing System under date of 12/13/1996, CC,Dokket 94-102. In due 
course, the opinion was made available to the FCC and used in deciding issues of wireless carrier 
liability. Memorandum Opinion and Order, 12 FCC Rcd 22665 (1997), 7131. 
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above. Similarly, disdosure of automatic crash notification (“ACN”) informaQon is not 

considered-approved “other than for use in the operation of an automatic crash notification 

system.” 

New Section 222(g) requires carriers providing telephone exchange service to release 

subscriber listed and unlisted information on a timely and unbundled basis, under reasonable and 

nondiscriminatory terms, to providers of emergency services and providers of emergency support 

services, solely for purposes of delivenng or assisting in the delivery of emergency services. 

Re-designated Section 222(h) - formerly (0 - adds definitions of Public Safety 

Answering Point, Emergency Services, Emergency Notification Services and Emergency 

Support Services. These definitions are important to the undmtandingsf permissiblesall 

location disclosure under Section 222(d)(4)(A), (B) and (C) and Section 222(g).4 

U.S. Criminal Code. The Department of Justice found no impediment to 9-1-1 wireless 

caller lmation disclosure in-the Communications Assistance for Law Enforcement Ad of 1994 

(“CALEA”)w the Electronic Communications Privacy Act of 1986 (‘+ECPA’*).5 (Note 3, supra, 

at 3-7) However, an amendment to ECPA by the Homeland Security Act of 2002 (n&e 2, supra) 

added the following to the “exceptions for disclosure of communications” at 18 U.S.C.@2702@): 

’ (7) to a governmental entity, if the provider reasonably believes 
that an emergency involving danger of death or serious physical 
injury to any person requires disclosure without delay of 
communications relating to the emergency. 

A similar provision added in the USA Patriot Act of 2001 is found at 18 U.S.C.§2702(~)(4), 

relating to customer “records” rather than “communications:” 

These 9-1-1-related amendments to Section 222 were enacted in the Wireless Communications 4 

and Public Safety Act of 1999, P.L.106-81, which also designated 9-1-1 as the universal 
emergency telephone number in the United States. 

Respectively, P.L.103-414 (1994) and P.L. 99-508 (1986). 
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to a governmental entity if the provider reasonably believes that 
an emergency involving immediate danger of death or serious 
physical injury to any person justifies disclosure of the information. 

The use of this language by carriers is discussed furthez below. 
I 

The new language, of course, did not exist when the Justice Department advised the FCC 

on wireless caller location in 1996. Of chief importance to the Department’s opinion was the 

caller consent provision of 18 U.S.C.$2703(c): 

(1) A governmental entity may require a provider of electronic 
communication service . . . to disclose a record or other 
information pertaining to a subscriber or customer of such 
service (not including the contents of communications) only 
when the governmental entity -- 

* * *  
1 ‘ I  

(C) has the consent of the subscriber or customer 
to such disclosure.6 

It is worth marking for discussion below that Section 2703 allows the government to “require” 

disclosure while Section 2702 states only that a provider, in the exceptiprwl c q ,  ‘‘w divulge” 

the information. 

Carrier Disclosure Policies. 

Two of the three wireless carriers that have provided to NENA their written policies on 

disclosure of subscriber-specific information to 9-1-1 authorities appear to haveadopted the 

language of 18 U.S.C.$2702(b) and (c).’ Sprint PCS uses the phrase “where someone’s life is in 

Although Section 2703 of the Code, along with Section 2702, was revised extensively in 2001 
and 2002, the substance of the consent provision remained as it stood at the time of the 
Department’s opinion in 1996. 

’ We requested the written policies of all six national wireless carriers, but have not heard from 
Cingular, Nextel or Verizon Wireless. While the pertinent statutes read on wire carriers as well, 
we felt that the national wireless sample would be sufficient for comparison at this time. 



immediate danger.”* AT&T Wireless’ “91 1 Exigent Circumstances Form” specifies “immediate 

danger of daath:or seabusphysical injury.”9 .,The T-Mobikpolky (Attachfmt 3) contains no 

such limiting language. . .  

One dilemma created by these variations in language -- for 9-1-1 authorities and 

telephone carriers alike -- is the kequency with which emergency calls relate to endangered 

property rather than endangered lives. For example, reports ofxfire ‘or.apparent burglary.often 

present no threat to life but they surely describe property at risk. To the 9-1-1 calltaker, saving 

property remains highly important even if lower in priority than saving lives. It makes little 

sense to differentiate the disclosure of customer.mformation based on whether property or lives 

may bo at risk. 

An Illustration of the Problem. 

. ’ i .  . . ,I 
, .  

Exhibit A recountsau incident in which the caller to 9-1-1 was not the person to be 

located as in need of help. This was significant twthe wireless carrier;which providedthe ‘1. 

following explanation of itsreluctance to disclose thorequested infomation: ’ - 1  : ,(_,’:,, 

The situation raised by ~ County is different, however. Section 
222(d)(4)(A) permits the disclosure of “location information concerning the 
g.&‘ only “in order to respond to the user’s call for emempcyservices.” 
Further, Section 2702(c)(4) only permits disclosure when the “provider 
reasonably believes” that a life-threatening emergency “justifies 
disclosure.” A call by our customer to 91 1 or other emergency number 
provides some obiective basis to believe that our.custmer may be in,a 
life-threatening emergency. 

According to the e-mail below, the - County situation did not 
involve a call by our customer to 91 1 or, for that matter, a call to anyone. 

* Attachment 1, paragraph 2.0, “Emergency Hotline.” It is not clear whether the “Emergency 
91 1 Request Form” referenced at paragraph 2.1 can only be used in life-threatening situations. 
No such restriction is found on the face of the form. 

Attachment 2. However, the phrase does not appear in the descriptive cover material. 9 



6 

In fact, our customer was not even the person who needed emergency services, 
but (if I followed this correctly) was the boyfnend of the woman who was 
attempting suicide, whose friend called her mother, who in turn called 91 1 .Io 

This is a useful example of the need for rulemaking or some other clarification of the relevant 

statutes. 

Although the Section 222(d) exceptions to customer privacy seem to apply only when the 

“user” of a commercial mobile radio service is the person to be located as in need of help, there 

is no such limitation in the counterpart language of the criminal statutes at 18 U.S.C.$2702@) 

and (c). Indeed, the latter is more realistic in allowing for the frequency with which 9-1-1 calls 

are placed by individuals other than those in trouble. Often, victims are unable to dial for help. 

Instead, aid is summoned by persons acting on their behalf or by “Good Samaritans.” Absent a 

clear showing of Congressional intent, we believe it would be unfortunate to limit Section 222(d) 

disclosure to cases when the caller and the endangered person are one and the same. 

On the other hand, the restriction of the criminal law 9-1-1 disclosure exemption to 

situations involving “immediate danger of death or serious physical injury” -- a limitation not 

found in the civil law at Section 222 -- seems unwarranted in light of the Justice Department’s 

interpretation of the pre-existing statute, 18 U.S.C.$2703(c), finding “implied consent” on the 

part of any caller to 9-1-1 independent of the degree of hazard.” 

lo  Emphasis added. This was the response of a lawyer for the camer to an e-mail from NENA 
asking about the matter described in Exhibit A. The identities of the local 9-1-1 authority and 
the wireless carrier are not, we believe, crucial to the discussion, but can be supplied later with 
their permission. 

I ’  Assuming consent may only be given or implied when the endangered person is the caller, or 
when that person has authorized another to call, this would bring the criminal law more closely 
into line with the “user’’ terminology in Section 222(d). Similarly, interpreting Section 2703 to 
cover perils other than immediate danger of death or serious physical injury would help to align 
the criminal statutes with the civil law reflected in the Communications Act. 
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If Section 2703 controls Section 2702, the likelihood of death or serious physical injury 

. 

should not be a factor in deciding disclosure-where Gonsent of the victim is given ,qze:easonably . . . .  
. .  . :-;: ,.: 

-, . .. . .  1. . , 

may be implied. The release forms used by carriers for PSAP disclosure requests should be 

changed accordingly, and carrier employees should be instructed in their proper use. 

Alternatively, ifthe changes to Section 2702 made in 2001 and 2002 were meant to limit the 

earlier interpretatioi of Section 2703, that construction should be developed on a reviewable 

record. Onthis outEonie also turns the question of “may disclose” (Section 2702) versus “must 

disclose” (Section 2703). 

. . .. . .. 
i 

On information and belief, based on e-mails circulated to a NENA listserv, the account in 

Exhibit A is typical of numerous cases in which carriers have declined to disclose -- in the 

absence of court orders or q*Ilp -dates.-- subsaiher-sptEiftc iclform8tion about callers to 9- 

1-1 or that might aid in resolving 9-1-1 emergencies. A notice ofproposed rulemaking or a 

proposed interpretation of the relevant statutes would, we believe, document the nature and 

frequency of these refusals and illuminate the need for a common practice in the public interest. 

It is trite but true that “seconds count” in responding to 9-1-1 emergencies. In situations 

. I  . . , I  :-< + , . .  . I ,,,>c :\:;: : . ‘ . ! I . & .  

where calls are broken off and calltakers need to secure customer information from carriers to 

proceed With rescue, the seconds may extend into minutes, but minutes count, too, in situations 

such as kidnappings. Emergency calltakers and Eespendcn strive constantly to meet the timing 

standards of National Fire Protection Association (“NFPA”) section 1710.’2 The necessary 

8 .  ! : d  
, 

. .  
. , I  . 

NFPA requirks that 9-1-1 calls be answered within 60 seconds f?om the time of the initial ring 
90% of the time. An additional 60 seconds (120 seconds total) is allowed for the handling of the 
emergency telephone call 90% of the time. Section 3.1.42.3 of NFPA 1710 defines “Dispatch 
Time” from the point of receipt of the emergency alarm at the public safety answering point to 
the point where sufficient information is known to the dispatcher and applicable units are 
notified of the emergency. 

12 
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premium on speed means that we should cut to a minimum disputes over when to release 

customer-specific information in aid of emergency assistance. 
- 

I, ~, 

Unlisted Numbers 

Section 222(d) and its criminal law counterparts are not the only sources of 9-1-1 

information disclosure disputes. Section 222(g) applies, as noted above, to unlisted numbers 

whose iecords most often are in the control of local exchange ~arriers.’~ From time to time, 

LECs have questioned the instruction to turn over data bases, including unlisted numbers, to 

providers of emergency services and of “emergency support services.” The latter are broadly 

defined as “information or-& base management services used in support of emergency 
I 

services.” Section 222(h)(7). 

It is the breadth of the definition that seems to trouble LECs most. m i l e  the disclosure . .  . .  
, r . l  ..: . 

is to be used “solely1 for pr;uposes of delivering or assistiqg , ., . in lhe,delivey, , .  o$ qergency 

services,’,’ some LECs worry . . ~ .  &out %e potenti4,for ignoring or, enlargingthe.permitted use to 

exploit commercial opportunities. The risk of such abuse is not, we,teWtively conclude, a basis 

for shading the disclosure requirements of the statute. If LECs need to protect themselves, they 

should do so by contract rather than by refusal to disclose to an eligible recipient. 

Clarifvine Ouestions. 

’,,!,*. ., , .  . , ,  . i  * , 

1 , . _ . .  , 1 

. . : ! .  

. .  . .. . ... . .  
Among the questions to which NENA, APCO and NASNA seek answers by rulemaking 

or interpretation are: 

Does the term “user” in Section 222(d)(4) limit the disclosure of location 
‘information in9-1-1 emergencies? 

l 3  As in the difference between Sections 2702 and 2703 of the criminal code, discussed above, so 
in Secticm 222 there is a distinction between “nothing prohibits” -- a seemingly permissive 
disclosure under (d) -- and the mandatory “shall provide” in (g). 

i 
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.. 
Did Congress intend disclosures under Section 222(d) to be discretionary while those 
under (9) are mandatory? 

Does the "implied consent" interpretation of 18 U.S.C.§2703(c) overcome 
the limitations of 'Tmmcdiatedanger ofdeath or sefiousjihysihl i n j w  in. 
Section 2702(b) and (c)? 

How can the differences in the civil.and criminal sgtutesbest be reconciled? 

, : ; .  . CUI . ,h /  !. >.,.. !,,. .. ~. 
.. ? (  :/.:;!;. ' / I  

. ,  . 
\ . .  , .  . 

, '  ! > I  .. .. , . . , ,  . 

. .~ *,. I . ~. ,,. . 
5. . . .  . . ~ L. 

To the extent the laws cannot be reconciled, what . .  should &ngess be asked to do? . 

:?.  
~, . . .  I... . . , , . .  . .  ~ 

. .  ,. . , , ,,. 

CONCLUSION 
,- . . . .  

For the reasons discussed above, the Cok i s s ion  should.op6n a Alemaking or issue a 
~ , : ,  

declaratory order as to.comp7iance witii the relevant statutory provisions on disclosure of 

informahon in 9-1'~Y eikrgekiks. 
.. . ,, . . I .,.,,. .LL l..I. . . . , .  . .  . . .  . . , .  I . .-i ~ . : /. .. .. 

, . . ,~. ' , . ' ,  ~ ..1:, . : ,  '. . .  : . ' I * . : - .  

tfully submitted, . .. . 

. .  , . ,  , ., . , , ,  ,,,. I,- . 'L. ~ . . . ,  

, _  -.,., :- U~.. : ' ' C ~ ' ?  , ,  ,;<,!, ~ ~ ~ . ' , ~ , ~ , , ~ , . ~ , , ~ ~ , : ~ ~ ~ ~  :,: I,'?.. : , > , . .  ,, ,:: .,, - , I  I. 
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EXHIBIT A 

From a Communications Manager in a sout4ermCalifornia SKeriWs:OfRee: 

.In late October of 2002, one of our call-takers recei&&kY&$Wme call'from a Woixran 

who was reporting that she had received a call from her daughter's friend. The friend stated that 

the woman's daughter was-attempting suicide . .  by. . .  qpdos jng  cq+,m#. .. i,#$htbq gq#aq 

calling 9-1-1 nor the informant knew where the daughter was, but,thoupht-she wasprobably.at 

her boyfnend's home. Unfortunately, they didn't know the boyfnend's last name or his address. 

But they did have his cell number. Our shift supervisor contacted Pac Bell, which referred her to 

Verizon, which referred her to ICarrier XI. Carrie'X stated that theyha8 the subscribei' 

information, but they wuuld not release it because company policy requires a subpoena or court 

. . .  

order to release the infomiation. 
. .  . , 

J L .  . .  . , , ~ , , ,  .,.. 

., . .',. . , ,~. .  ,. .. . , .  ,., . 
~ ,~ ,~ 

- ,  

After much discussion h d  repeated emphasis from the dispatch supervisor that this 
.- . , . . . .:. ~ . i ~ . ,  . ..  ,.. ,~ ~ .!.: . j: T - :  S\I;,.J.I i. ',. . im. 

qualified' as & exigent circumstance, Carrier X reluctantly agreed to provide the information. 
- .. , . .  ; , I ,  , ~ > ~ < , l . , & , ,  ; 

The company insisted, 

that we would send them a subpoena or court order within 48 hours. The shift supervisor 

provided them with the' Written promise and they provided us with the subscriber information. 

Everihrally, the dau&er was located and was found to be okay. 

condition of the release, that we provide them with a written promise 
. .  

;. .., , ,~ ;;,, ., ~ , 

, .  3 . "  , > . .  ~ . !  , . . , . .  . . , ,  

Now I have Carrier X hounding me for a court order or subpoena. Interestingly, 

according to county counsei, the section cited by Carrier X, 18 U.S.C. 2702 ( c ), "allows" the 

information to be released by the telco if there is a life threatening emergency, but it apparently 

does not compel them to release this information. Any information that anyone can share would 

be greatly appreciated. 

, .  

, .  ,~ 


